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Abstract 
Fault diagnosis and failure analysis is crucial issue in the process of health management and predicative maintenance 
for large complex system. Fault propagation and its cause-effect relationship in the system are of priority with regard 
to the fault diagnosis. The fundamentals for modeling the network topology are presented according to the 
characteristics of the electrical control system connection relationship and its functionality, a complex network 
topology model was built subsequently. The cause and effect relationships of the components are mapped to the 
relationships of the vertices in a complex network. The search method for the fault propagation path from the source 
vertex to the target vertex is studied using node coordinates connections, and application research of electrical control 
system fault propagation is shown and discussed in the paper. The proposed method is practical in dealing with the 
fault analysis and evaluation for large complex systems. 
© 2011 Published by Elsevier Ltd. 
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1. Introduction
With the rapid development in science and technology, the scale and structure of the engineering
system is becoming more and more larger, and the system is becoming more and more complex as well, 
such system is also referred to as complex system, for example, the power system, communication 
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network, traffic system and even large-scale circuit are all regarded as complex systems. With the 
increasing complexity of the system, failures from some components can affect the others and  further 
results in the system failure, it is therefore necessary to deploy the health monitoring and management 
schemes to ensure safety, reliability and efficient operation for the complex system[1]. Fault diagnosis has 
been studied in different fields, and model-based diagnosis is employed extensively. However, with the 
system complexity, the diagnosis is facing some challenges. While it is easy to build a model to represent 
the dynamics of the components in the system, it is difficult to build a model based formula on the system 
architecture.  Even if we can build a model to represent the part of the system, we still can not give precise 
explanation of the system behavior caused by the failure from components. As we can see that there are 
many components in the system with each component can interact with others in a nonlinear way, as a 
result, it is necessary to find a way to exploit the system behavior, and the demand for developing a 
system diagnosis environment is becoming key concern. The emerging of complex networks and its 
application has necessitated the development of complex system fault diagnosis. 
One of the themes for the studying of complex network is to explore the interaction and dynamics 
between the nodes from the system view point, complex network can be an abstraction description from 
the real-world application. Network has been studied extensively in many application fields such as power 
system, economics and social science [2]. Complex systems and complex networks have common in 
many ways, firstly, both systems are complex with many components in them and some components 
comprise subsystem and subsystem comprise the system, and secondly, one components in the system can 
interact with others. More importantly, the study of complex networks is mainly focused on the system 
dynamics, which is very advisable as a reference while study the modern engineering complex systems. In 
this paper, the complex network topology model is studied to deal with the fault analysis in complex 
system such as electrical control system. We put forward the build of the topology and discuss the method 
for the analysis of fault propagation path. The aerospace power supply system which includes many 
electrical components is given as an example to show the method. 
2. Network Topology and Fault Propagation Model 
Complex network is a set of vertices with connection between them. The vertex is also called node and 
the connection is also called edge. While in the complex network, the edges are unidirectional and without 
weight, based on the notion, network topology can be built. While in modern engineering complex system, 
the components have interactions with each other, so the weight between any two components can mean 
weak relation or strong relation. Which means the weighted wedge is defined to accommodate complex 
system analysis. So a network topology for engineering complex system can be defined as follows: 
Let be the system topology, where 1 2 the set of vertex and each 
vertex has conception value, is the set of edge, and W is the set of each edge, with 
each edge has weight value ij , if vertex i  and jv  has direct connection,  , else .
Suppose the vertex jv  is in the fault activation state at state , it will propagate fault to vertex , for 
state at , the fault condition for is denoted by: 
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where ( )f    denotes the threshold function mapping the result of the sum to one of the valid values for 
the effect node , which means the fault from  node  propagates to node . Eq. 2 can be denoted as: jv
k +V
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Where 1 , and are matrix ,  denotes the initial value for nodes. The 
matrix can be described as: 
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Where 0 denotes the vertices initial conception values with regard to the fault, in this respect, 
denotes the cause-effect fault element for weight matrix W . Suppose the fault conception for vertex 
i has connection with vertex and , and the fault will propagate from to  if the following 
requirement is met. 
w
ijw
v jv kv iv jv
( ) (i ij j i ik k )f v w v f v w v+ > +                                                             (3) 
It can be seen from the Eq. 2 that at each time step, the conception value for the vertex is updated, and 
Eq. 3 means that the fault will propagate along the node which has the greatest conception for the same 
path, and when the steady state is reached, the fault propagation path is the connection of all vertices that 
conception is the greatest for each state. The topology model can be used to search the fault propagation 
path, and it can further be used to evaluate the cause and effect in quantitative way. The problem of 
propagation path search is a priority. Many different search algorithms are used in different applications. 
For example, depth-first search, breadth-first search, hill climbing search and beam search [3]. Depth-first 
search and breadth-first search are two important methods of all the algorithms. The efficiency of the 
search is independent on the algorithm greatly. Depth-first search is used for short path detection and the 
end is know, while bread-first search is used when the branch of the main path is relative mediate. Here, 
the electrical control system is give as example to show the search method.  
3. Fault Propagation Path Search Method 
Electrical control system is a complex system, with many electrical components are included and 
components interact with each other to ensure the system normal operation. Each component in the 
topology is stored as an object in the topology file. The object is a set of class and is derived from the base 
class, and each object has the property and method. Vertices, edges and class are stored in the database for 
specific topology. The structure of the vertex is stored as {‘Description Name’, Number, Coordinate}, 
while the structure of the edge is stored as {‘Description Name’, Number, Start Point, End Point}, the 
structure of the topology is stored as {‘Description Name’, Vertex Total Number, Vertex Set, Edge Set}. 
Fig. 1. the vertex and edge search method taken from the object. 
node 1
(x1, y1) … …
node 2
(x2, y2)
node n
(xn, yn)
edge 1
(x1, y1)-(x2,y2)
edge n-1
(…,… )-(xn,yn)
Fig. 1 vertex and edge search method 
1751Haibin Yuan / Procedia Engineering 15 (2011) 1748 – 17524 Haibin Yuan ，et al/ Procedia Engineering 00 (2011) 000–000 
 With all the vertices are stored with their coordinate and number respectively, it is easy to search for 
one vertex from the database, and it is therefore easy to reconstruct the topology of the system. Because 
all the vertices are marked as coordinate, the search method can be undertaken in the same way. In order 
to search the all propagation path from the source nodes to the target nodes, the coordinate based search 
method is proposed. For the vertex pairs with direction, the coordinates have direct connection, which 
means there must have one edge between two vertexes, which is shown in Fig. 1.  
Fig. 2 development platform for topology model 
Each time the next node is found, the path length will increase automatically, and finally the last node 
is found, the path for the search process is completed. The method is described as follows: 
Step 1: read the number of the nodes n  and the initial node  (source node) from the topology model, 
set search path length ;
iv
0P =
Step 2: search all the edges  whose start coordinates equal to node  coordinates, the total number 
of edges is stored as ;
,i jl iv
rl
1:Step 2.1: for j r
rv
=  {search for node whose coordinates are equal to end coordinates of edge ,i rl ,
set search path length , and the searched path is stored as , and the 
searched node is stored as and the searched path is stored as ;
1P P= + ,1 2{ , ,..., ,..., }i i ir ijl l l l l=
,..., ,..., }r jv v v1 2
Step 2.2: if  is the end node for the topology, exit and go to step 3, else go to step 2 and continue 
search; 
{ ,v v=
Step 3: display all the path and node, calculate the fault propagation path according to Eq. (3), the most 
probable fault propagation path is the .max{ , 1,2,..., }path iL L i= ∨ = n
For each search step, the path will increase by one automatically, until all the nodes are searched and 
the target node is reached. Fig. 2 shows the development platform for the aerospace power supply system 
topology model analysis, and the topology is a small fractional of the electrical control system [4]. There 
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are 22 components for this part, which stands for 22 vertices, and the linkages among the vertices stand 
for the relationships.  
Fig. 3 shows the search result for the topology model. It can be seen that there are 7 propagation paths, 
and each node has updated value upon the fault effect of node 10. The shortest path has only two nodes, 
which are node 10 and node 9, while the longest path has seven nodes, which are node 10, 8, 3, 4, 5, 6, 7. 
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Fig. 3  (a)fault propagation path;  (b) node value 
4. Summary 
In this paper, the complex network topology is put forward to analysis the fault propagation in 
electrical control system in order to obtain system dynamics, the components and connections in the 
electrical control system are mapped to the vertices and edges of the complex networks, the developed 
platform is used to model the topology with the proposed model, fault propagation in the electrical control 
system is analysis and the search method is used to validate the process. The topology is useful in 
validating electrical control system based on the system dynamics, so any component fault influence in 
the system can be evaluated. 
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